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Howdowespendnext18minutes(moreorless)?

•electronicvoting

•DavidChaum’svotingscheme

•RandomizedPartialChecking–methodofMarkusJakobssonAriJules
andRonaldR.Rivest

•ourresultthatrelatestoChaum’sscheme
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ElectronicVoting

Whatisexpected?

•anonymityofvoters

•verifiability

•novoteselling

•lowcostandefficiency
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Chaum’sElectronicVotingScheme-user’spointofview

CombinesVisualCryptographyanddigitalprocessing

•Atpollingplacevotergets"receipts"

•Votesareprocessed

•Attheendoftheprotocolvotercaneasycheckifthevoteisincludedin
thefinaltally.
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Chaum’sElectronicVotingScheme

Ithasmanyadvantages:

•fairlypractical

•verifiable

•"receipts"forvoters-notrustinelectronicdevicesrequired

•nosellingvotes

•...itseemsthatvoterobtainanonymity,too

Ouraim:Rigidmathematicalproofofanonymity.
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Electronicprocessing

•Basedononion-routing

•kMIX-serversS1,S2,...,Skwithencryptionanddecryptionalgorithms
Ei,Di

•V-voteisencodedasC=E1(E2(...Ek(V)...))

•...anddecodedasV=Ek(Ek−1(...E1(V)...))

•EachMIX-serverpeelsoffoneencryptionlayerandmixesrandomlyall
ballots.

Fullanonymitybutnoverifiability.
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RandomizedPartialChecking

•M.Jakobsson,A.Juels,R.R.Rivest"MakingMixNetsRobustforElec-
tronicVotingbyRandomizedPartialChecking"
http://www.rsasecurity.com/rsalabs/staff/bios/mjakobsson/rpcmix/rpcmix.pdf
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Whatisanonymity?

•Votersareperfectlyanonymousifffromthepointofviewofapassive
adversary:Eachpermutationbetweenplaintextsattheendandci-
phertextsatthebeginningofMIX-cascadeisequallyprobable.

•Πi-randomvariablethatrepresentspermutationofvotesleavingthei–
thMIX-server.ForperfectanonymitywewantΠktohavetheuniform
distribution.

16



RapidMixingandSecurityofChaum’s
ElectronicVoting

ESORICS2003
MarcinGomułkiewicz,MarekKlonowski,

MirekKutyłowski

TotalVariationDistance

Forµ1andµ2overafinitespaceΩtotalvariationdistancedefinesdistance
betweenµ1andµ2.

‖µ1−µ2‖=
1
2∑y∈Ω

|µ1(y)−µ2(y)|.
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MainResult

Letnbeanumberovoters,then

ThereexistsT=O(1)suchthatthevariationdistancebetweendistribu-
tionofΠTandtheuniformdistributionisO

(

1
n

)

.
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Technicalities

•Wetreat{Πi}i∈NasaMarkovchain.

•Thisprocessconvergestouniformdistributions.

•Weneedtoestimatetherateofconvergence.
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Coupling

•L(Πt)-probabilitydistributionofΠt

•µ-uniformdistributionoverSn

•Couplingisastochasticprocess(Πt,Π
?
t)onthespaceSn×Snsuchthat

L(Π
?
t)=L(Πt)

•CouplingLemma(e.g.inD.Aldous"RandomWalksofFiniteGroups
andRapidlyMixing"1983)

‖L(Πt)−µ‖≤Pr[Πt6=Π
?

t]

•Weobtainestimationofconvergingratebyconstructingpropercou-
pling.
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PathCouplingMethod

•extensionofwell-knownCoupling

•inventedbyRussBubleyandMartinDyer("PathCoupling:ATech-
niqueforProvingRapidMixinginMarkovChains")

•Consistinbuildingcopiesofstochasticprocessthatdiffersslightly.

•WeconsidercouplingonlyforaparticularsubsetofSn×Sn

•StandardtoolsgiveT=O(log(n))bound.
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GroupingMIX-serversintopairsisimportant

IfhalveswerechosenindependentlyforallMIX-serverswewouldobtain
O(log(n))only.

22



RapidMixingandSecurityofChaum’s
ElectronicVoting

ESORICS2003
MarcinGomułkiewicz,MarekKlonowski,

MirekKutyłowski

Conclusions

•UsingChaum’sSchemeweobtainprovableanonymity

•WecanuseconstantnumberofMIX-servers.Securitydoesnotdepend
onnumberofvoters.

•Wecandividemix-cascadeintobatchesoftwowithoutloosinganonymity.
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